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Audit of DeKalb County Data Center Physical Security

Audit Report No. 2018-007-IT
August 13, 2019

DEKALB COUNTY GOVERNMENT
Department of Innovation & Technology

FINAL REPORT
0.C.G.A. § 50-18-72(a)(25)(A)

John L. Greene, CIA,CIG,CGAP,CGFM
Chief Audit Executive



	background and introduction
	AUDIT RESULTS
	FINDING 1 – Data Center Usage Policy/Agreement
	FINDING 2 – Physical Security Policies and Procedures - Confidential
	FINDING 3 – Data Center Site Inspection Enforcement - Confidential
	FINDING 4 – Data Center Server Inventory
	FINDING 5 – Signs: No Restricted Access and Prohibiting Food and Drink
	FINDING 6 – Unlocked Cabinet
	FINDING 7 – Environmental Security Needs Improvement - Confidential
	FINDING 8 – Physical Access to the Data Centers - Confidential
	FINDING 9 – Access Management - Confidential
	FINDING 10 – Environmental and Safety Monitoring/Temperature Control - Confidential
	FINDING 11 – Data Center Combustible Materials - Confidential
	FINDING 12 – Fire Suppression - Confidential
	FINDING 13 – Disaster Recovery (DR) - Confidential
	FINDING 14 – Data Backup - Confidential
	FINDING 15 – Data Backup Software - Confidential
	FINDING 16 – Security Awareness Training
	FINDING 17 – Physical Security Policy/Non-Disclosure Agreement (NDA)

	APPENDIX
	Appendix I – Purpose, Scope and Methodology
	Appendix II – Management Response
	Appendix III – Definitions and Abbreviations

	DISTRIBUTION
	PROJECT TEAM
	STATEMENT OF ACCORDANCE



