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OFFICE OF INDEPENDENT INTERNAL AUDIT

2023 OIIA
ANNUAL REPORT
FINAL

DeKalb County
CEORGIA Lavois Campbell, CIA, CFE, CISA, CGA

Chief Audit Executive

EXECUTIVE SUMMARY

| am pleased to submit the Annual Report of the Office of Independent Internal Audit
(OllA) activities for the period January 1, 2023, to December 31, 2023. The OIIA team
accomplished its mission to provide independent, objective, insightful, nonpartisan
assessments of the stewardship or performance of policies, programs, and operations
in promoting efficiency, effectiveness, and integrity in DeKalb County.

The OIIA issued six audit reports with thirty-four findings and recommendations
and completed six follow-up reports on the status of management corrective actions
to address findings from previously issued reports. We also monitored the external
financial auditing services performed by Mauldin & Jenkins, LLC. In addition, we
completed forty-six (46) non-audit reviews of contracts prior to being awarded by
the DeKalb Board of Commissioners. These contract activities had a total initial
value of $584,346,816.65. Our non-audit reviews resulted in a $32,895,033.41, or
6% reduction, from the initial proposed contract value!

As required by the Generally Accepted Government Auditing Standards, the OIIA is
committed to quality and excellence in the services we provide. The OIIA maintains a
robust quality assurance program that is assessed annually to ensure it is operating
effectively and provides reasonable assurance of compliance with the Generally
Accepted Government Auditing Standards for audit and attestation engagements during
the review period.

We are committed more than ever to our vision of excellence in our products and
services as we promote positive change throughout DeKalb County with an inspired
team that strives for continuous improvement.

We appreciate your support, encouragement, and cooperation as we continue to work
together for the people of DeKalb County, GA.

Sincerely,

)
( »;_’W’ -

Lavois Campbell, CIA, CISA, CFE, CGA-CPA
Chief Audit Executive
April 18, 2024
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_ INTRODUCTION _

The Office of Independent Internal Audit was
established in accordance with House Bill 599
(2015 Ga. Law 3826), enacted by the Georgia
General Assembly, and signed into law on May 12,
2015'. The OIIA consists of the Chief Audit
Executive (CAE) and those assistants, employees,
and personnel as deemed necessary by the CAE
for the efficient and effective administration of the
affairs of the office and over whom the CAE will
have the sole authority to appoint, employ, and
remove.

The OIlIA is completely independent and is not
subject to control or supervision by the Chief
Executive Officer, the Commission, or any other
official, employee, department, or agency of the
County government. The position of the CAE is
nonpartisan.

Excellence

‘We strive or excallence
N averyiiing we Jdo

Integrity

‘We o he nght fhan

Passionate

Core Values

“What we beleve and

How we behava”

Vision

Excellence in our products and
services as we promote positive
change throughout DeKalb County
with an inspired team that strives
for continuous improvement.

Mission

Our purpose is to provide
independent, objective, insightful,
nonpartisan assessment of the
stewardship or performance of
policies, programs, and operations
in promoting efficiency,
effectiveness, and integrity in
DeKalb County.

1 Incorporated into DeKalb County, Georgia — Code of Ordinances / Organizational Act Section10A- Independent Internal Audit.
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OIIA Duties and responsibilities

The OIIA is responsible for conducting performance audits of all departments, offices,
boards, activities, agencies, and programs of the County independently and objectively to
determine whether:

1. Funds are expended in compliance with applicable Georgia and federal laws.

2. User departments, offices, boards, or agencies are acquiring, managing,
protecting, and using their resources, including public funds, personnel, property,
equipment, and other resources, economically, efficiently, effectively, and in a
manner consistent with the objectives intended by the authorizing entity or
enabling legislation.

3. The entity, programs, activities, functions, or policies are effective, including
identifying any causes of inefficiencies or uneconomic practices.

The desired results or benefits are being achieved.

5. Financial and other reports are being provided that disclose fairly, accurately, and
fully all information required by law to ascertain the nature and scope of programs
and activities and establish a proper basis for evaluating them, including the
collection of, accounting for, and depositing of revenues and other resources.

6. Management has established adequate operating and administrative procedures
and practices, systems of accounting, internal control systems, and internal
management controls.

7. Indications of fraud, abuse, or illegal acts are valid and warrant further
investigation.

In addition, the OIlIA:
e Coordinates and monitors auditing performed by certified public accounting firms
or other organizations employed under contract by the governing authority to
assist with audit-related activities.

e Participates with the AOC in the selection of the external audit firm.

e Follows up on audit recommendations and monitors the statuses of corrective actions.

| Audit Oversight Committee

An Audit Oversight Committee (AOC) was established per House Bill 599 (2015 Ga. Law
3826) and incorporated into DeKalb County, Georgia — Code of Ordinances /
Organizational Act Section10A- Independent Internal Audit.

The AOC consists of five voting members. All members of the AOC are residents of DeKalb
County, GA, have expertise in performance auditing, and have a minimum of five years
experience as a Certified Public Accountant, Certified Internal Auditor, Certified
Performance Auditor, or Certified Management Accountant, or ten years of other relevant
professional experience. The AOC was made up of the following members as of
December 31, 2023:

Report No. 1A-2024-0204-1A « Page 5 of 33
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Lisa Earls Chief Executive Officer,
Chairperson DeKalb County 5 Years | August 1, 2019| December 31, 2023
Gloria Gray issi
- - Board”g)f Commissioners, 5vYears| July 26, 2022 December 31, 2026
Vice Chairperson DeKalb County
Chairman of the DeKalb 5Years | June4, 2018

Adrienne McMillon

Delegation to the State House December 31, 2023

Harold Smith

Board of Commissioners, 5 Years December 31 2024
DeKalb County March 28, 2020 ,

Tanja Christine Boyd- | Chairman of the DeKalb
Witherspoon Delegation to the State S Years | August 20, 2021 December 31, 2025

Chairperson Pro-tem | Senate

* Note: Start dates after January 1 denote the actual start date after the term period
started.

At the December 2023 AOC meeting, Ms. Gloria Grey was elected to be the new Chairperson,
and Ms. Adrienne McMillon, the Vice Chairperson. Ms. Tanja Christine Boyd-Witherspoon was
elected to the position of Chairperson Pro-tem. Their roles began on January 15!, 2024.

The AOC'’s responsibilities are to:

Help ensure the independence of the OIlIA.

Provide suggestions and comments for the annual audit plan.

Propose the internal audit budget and recommend the budget to the DeKalb
County Board of Commissioners for approval.

Receive communications from the CAE on the performance of the internal audit
activity relative to its plan and other matters.

Provide general oversight and guidance.

Consult with CAE on technical issues.

Select no fewer than two or more nominees for the position of CAE for approval by
the DeKalb Board of Commissioners.

Report No. 1A-2024-0204-1A « Page 6 of 33
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_ ORGANIZATION _

The OIIA is completely independent of the DeKalb County, GA administration and does
not report to or receive directions from Dekalb County officers or commissioners. The OIIA
has unrestricted access to employees, information, and records, including electronic data
within their custody regarding powers, duties, activities, organization, property, financial
transactions, contracts, and methods of business required to conduct an audit or
otherwise perform audit duties. The CAE reports to the AOC as established by Georgia
State Law via the DeKalb County Code of Ordinances. The OIIA currently consists of 14
professional positions and one administrative assistant, as detailed below:

m Office of Independent Internal Audit
DeKalb County
Organizational Chart

Lizette Arlequin
Administrative Assistant

Lavois Campbell
Chief Audit Executive

Vacant
Deputy Chief Audit Executive

Vacant Len Ohnstad Maxwell Addico

Audit Manager Audit Manager IT Audit Manager-

Lawrence Clark | John Lipham

Internal Auditor, Senior Toluwatope Ologbenla

Internal Auditor IT, Senior

Internal Auditor, Senior

Vacant

Audrey Pogue
Internal Auditor

Clenty Hinton

Internal Auditor, Principal

Lakesha Hall
Internal Auditor, Senior

lulie Ikiodia
Internal Auditor IT, Senior

Internal Auditor, Senior

Rhon Williams
Internal Auditor, Senior

During 2023, the OIIA welcomed two new members to our team: Maxwell Addico, CISA,
IT Audit Manager, and Rhon Williams, Internal Auditor Senior.

Our office currently has three vacancies: a Deputy Chief Audit Executive, an Audit
Manager, and an Internal Auditor Principal. Our aim is to be fully staffed as early as
possible with qualified candidates.

Report No. 1A-2024-0204-1A « Page 7 of 33
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- STAFF TRAINING AND CERTIFICATION -

Our internal auditors must possess the knowledge, technical skills, and other
competencies needed to perform their responsibilities. Accordingly, we have a mandatory
continuing professional development program.

Professional Development

Our auditors adhere to the Government Auditing Standards by completing a minimum of
80 CPE hours in two years, with 24 of those hours being related to government auditing.
In addition, staff are required to complete the required Continuing Professional Education
(CPE) hours required to maintain the professional designations they hold.

The OIIA team has background and experience in various public and private sector
disciplines. These disciplines include accounting, auditing, fraud investigations, program
evaluation, computer science, and project management. The staff also possesses
professional certifications, and some staff members have advanced degrees. OIIA
Internal Procedure 5.03—Continuous Development and CPE and incentives helps to
ensure staff members develop and maintain professional competence to perform critical
job tasks effectively.

| Professional Association

During the year, we also maintained group and individual certifications and affiliations
with the following professional organizations:

o " rr
&7 A The Institute of ai\ap I
lA.‘\,"_f,‘-’ﬁ"_‘f'f“"“"" AG A iy 4 4

Staff Held Professional Certifications/Certificate Count

Certified Internal Auditor (CIA)

Certified Fraud Examiner (CFE)

Certified Information Systems Auditor (CISA)
Certified Information Security Manager (CISM)
Certified ScrumMaster (CSM) who has this? Not on my list.
COSO Internal Control Certificate

Certified Public Accountant (CPA)

Chartered Professional Accountant (CPA)
Certified Government Audit Professional (CGAP)
ISO 27001 Certificate

Certified Internal Control Auditor (CICA)

Certified Construction Auditor (CCA)

PMP Project Management Professional

w

NP R R RRRW RN
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- ANNUAL RISK ASSESSMENT AND AUDIT PLANNING -

As required by DeKalb County, Georgia — Code of Ordinances / Organizational Act
Section 10A - Independent Internal Audit, the OIIA conducted a risk assessment to
prepare the 2023 annual audit plan. The process included but was not limited to the
following steps:

Step 1: Defined the Audit Universe

The audit universe represents the full range of potential auditable entities. It consists of
all County agencies, processes, systems, and activities. The Chief Audit Executive (CAE)
reviewed the County’s chart of accounts and made updates to the prior year's audit
universe as necessatry.

Step 2: Risk Identification and Assessment

Risks were identified that could adversely impact the achievement of various program
area goals, objectives, and initiatives for the coming year and beyond. The risk
identification process included, but was not limited to, consideration of emerging risks in
the government sector and the results of surveys, interviews, or group sessions
completed with County senior management, the Board of Commissioners, AOC, and OIIA
staff.

The identified risks were then assessed and ranked as very high (5), high (4), medium (3),
or low (1-2). Various risk factors were considered, including but not limited to the
following:

Complexity of operations

Financial exposure

Public reputation

Regulatory compliance requirements

The results of the assessment of management controls during prior internal audits,
the Annual Comprehensive Financial Report (ACFR), and single audits.

e Information technology

e Countywide impact.

Step 3: Developed Preliminary Audit Topics based on identified Risks

The program areas impacted by the greatest number of risks assessed as very high or
high were identified. Then, considering the high to very high risks in those program areas,
the CAE and senior audit staff identified potential audit projects and objectives.

Step 4: Developed a Risk-Based Audit Work Plan

The County Ordinances require that audit work plans be risk-based and consider resource
availability and expertise. The CAE reviewed the potential audit projects and the current
staffing levels. Based on the assessed risk level and resource competency and
availability, the CAE determined the additional audit projects included in the 2023 audit
work plan.

Report No. 1A-2024-0204-1A « Page 9 of 33



OFFICE OF INDEPENDENT INTERNAL AUDIT
DEKALB COUNTY GOVERNMENT
2023 OIIA ANNUAL REPORT

_ AUDIT ACTIVITIES -

In 2023, the OIIA issued six audit reports with thirty-four findings and recommendations.
The following summary information was extracted from the final audit reports, which are
available on the OIIA’s website: https://www.dekalbcountyga.gov/office-independent-
internal-audit/audit-report.

1. Infor Public Sector (Hansen) Information Technology General Controls Audit -

Report No. IA-2021-015-IT

The audit objective was to assess the adequacy of the information technology general
controls within the Hansen Application in the Planning and Sustainability Department. We
assessed whether the controls were sufficient to support the County’s business processes
and reporting.

Several program areas utilize the Infor Public Sector application to support major business
functions and critical public services provided by the County, as indicated below. The
Planning and Sustainability Department manages the application data and approves user
access requests by other County departments.

Some of these services involve collecting, processing, and storing sensitive Personal
Identifiable Information (PIl) such as name, address, social security/tax number,
email/phone number, insurance details, social media accounts, etc.

What We Found

The audit identified (9) nine findings or control gaps across the Information Technology
General Controls categories shown in the following diagram.

Computer/IT Data
Operations Backup and
Managment Recovery
Controls Controls Exceptions - Internal control

deficiencies /gaps noted
Exceptions - Internal control
enhancements are needed.
No Exceptions noted

Not in the scope of this audit

Bo

Physical
Security
Controls

Report No. 1A-2024-0204-1A - Page 10 of 33



OFFICE OF INDEPENDENT INTERNAL AUDIT
DEKALB COUNTY GOVERNMENT
2023 OIIA ANNUAL REPORT

How Management Responded

The management of Planning and Sustainability agreed with this report's findings and
committed to implementing the required action plans by Q1 2023.

2. Audit of The Termination and Transfer of Employees Process - Audit Report

No. IA-2021-007-IT

We conducted a Countywide performance audit of the Termination and Transfer of
Employees Process. The purpose of the audit was to evaluate the effectiveness of the
procedures and processes specifically related to the deactivation or modification of
terminated and transferred employees' user access to the County network and applications.
The audit focused on the County Termination and Transfer of Employees process from
January 1, 2020, through December 31, 2021.

What We Found

The audit identified opportunities for strengthening the processes for deactivating or
modifying user access for employees terminated or transferred who no longer required
access to the application and/or the County network. While we did not identify unauthorized
user account access, the identified user access control deficiencies significantly increased
the risks of unauthorized access to the County network, applications, sensitive data, and
personally identifiable information (PII). The following findings are detailed in the report:

1. County Policies and Procedures Governing the Employee Termination and Transfer
Process Need Improvement.

2. Untimely Deactivation of Application User Accounts After Terminating or transferring
Employees.

3. Untimely Deactivation of Network Access for Terminated Employees.

4. Untimely Deactivation of Access from Email Distribution and Security Groups for
Transferred Employees.

5. Periodic Reviews of Application User Account Access is Not Performed.

How Management Responded

The Planning & Sustainability Department's management agreed with this report's findings
and committed to continue implementing the required processes to address them.
Management anticipated completing the implementation of action plans by the end
of thesecond quarter of 2023.

3. Payroll Process Audit-Audit Report No. IA-2021-018-FN

We conducted a performance audit of the County's payroll processes. The objective was
to determine whether internal controls over payroll processes are adequately designed
and operating as intended. Our audit focused on selected payroll transactions and
processes performed from December 2021 through September 2022.

What We Found

Report No. 1A-2024-0204-1A « Page 11 of 33
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We determined that the requirements and guidance provided by the County’s Payroll
Manual were consistent with minimum best practices for a payroll function. In addition,
based on our sample, no exceptions were noted for processes related to the accuracy of
payroll benefit deductions, payroll-related reconciliations, and processes to ensure only
active employees are on the payroll. While performing our audit, we found no evidence of
fraudulent activity related to payroll. However, we identified exceptions and other
opportunities for management to strengthen controls within the payroll process, which, if
not addressed, could increase the risk of fraudulent activities and errors occurring and
going undetected. The following findings are detailed in the report:

1. FLSA Exempt Employees Inappropriately Received Overtime (OT) Payments.

2. Terminated Employees Owe Retention Incentive Bonuses.

3. COVID-19 Incentive Pay Was Incorrectly Calculated.

4. User Departments were Not Always Compliant with Standard Operating Procedures.

How Management Responded

The management of the Payroll Administration, Finance Department, user departments,
Human Resources and Merit system (HR), and Department of Innovation and Technology
(DolT) agreed with this report's findings and committed to implementing the required
actions to address them. Management anticipated completing the implementation of
action plans by December 2023.

4. Purchasing Card Program Audit-Audit Report No. 2020-003-FN

We conducted a performance audit of the County's Purchasing Card (P-Card) processes.
The objective of this audit was to determine whether internal controls over these processes
are adequately designed and operating as intended. Our audit focused on selected P-Card
transactions and processes performed during the audit period of January 1, 2022 —
December 31, 2022.

The Purchasing Card Program provides charge cards to select employees to purchase
allowed goods and services for County business purposes. This program streamlines
payments by eliminating the administrative burdens and costs associated with traditional
methods of payment. In 2022, there were 92 active PCards with a total annual expenditure
of $1,267,363.

What We Found

The County has documented P-Card policies and procedures that include important
controls, such as P-Card issuance requirements, training requirements, and a listing of
allowable and unallowable items. We also verified that rebates received from the P-Card
vendor (Bank of America) for purchases made were deposited into the County’s bank
account. However, our audit also identified deficiencies in current policies and practices
that pose increased financial and reputational risks to the County if not addressed. The
report detailed the following six (6) findings and recommendations that would help
strengthen controls and mitigate the risks inherent to the P-Card program.

1. P-Card Policies and Procedures Need to be Strengthened.
2. P-Card Purchases Were Not Always in Compliance with County P-Card Policies

Report No. 1A-2024-0204-1A « Page 12 of 33
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3. Monthly P-Card Reconciliation Practices Were Not in Compliance with County P-
Card Policies and Procedures

4. P-Card Administration Documents Were Not Adequately Stored and Backed up.

5. The P-Card Administrator Can Obtain an Unauthorized P-Card Without Anyone’s
Knowledge.

6. P-Cards for Some Terminated Cardholders Not Canceled in a Timely Manner.

How Management Responded
The Finance Department's management agreed with this report's findings and committed
to implementing the required action plans by December 31, 2023.

5.Audit of Wire Transfer Processes - Audit Report No. IA-2022-081-FN

We conducted a performance audit of DeKalb County’s wire transfer processes. The
objective was to determine whether internal controls over wire transfer processes across
the County were adequately designed and operating as intended. Our audit focused on
wire transfer transactions, processes, and procedures from January 1, 2022, through
December 31, 2022.

DeKalb County processed wire transfer payments totaling $697,486,587.75 in 2022. Wire
transfer activity increased 292% from $239,099,866.22 in 2018 to $697,486,587.75 in
2022.

What We Found

We noted that the County has documented policies and procedures related to wire transfer
processes. Also, there is appropriate segregation of duties between the user department
(UD) initiation and approval of the wire transfer request, processing of the wire transfer
payment by the Treasury Division, and recording of the completed transaction in the
County’s financial records by the Accounts Payable program area. No fraud was identified
in the sample of transactions tested for this audit. However, the audit identified several
areas where internal controls should be strengthened to help ensure wire transfers are
accurate, complete, authorized, and safeguarded from fraudulent activities. The following
findings are detailed in the report.

1. Unauthorized User Department (UD) Employees “Initiated” and “Approved” Manual
Wire Transfers Payments.

2. Some Manual Wire Transfer Payments Requested by UDs were Not Supported with
Documented Evidence of Authorization.

3. Some Preauthorized Debit Wire Transfers were Not Supported with Evidence of Senior
Management Authorization Permitting Vendors to Initiate Payments from County Bank
Accounts.

4. There was no evidence that senior management authorized the opening of some of the
county bank accounts used to make wire transfer payments.

5. Treasury Management Monitoring Controls Were Not in Place for Wire Transfer
Activities.

6. Operating Policies and Procedures Were Not Current or Complete and Needed to be
Updated.

Report No. 1A-2024-0204-1A - Page 13 of 33
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Management Response
The Finance Department's management agreed with this report's findings and committed
to implementing the action plans by the end of October 2023.

6. Audit of Revenue Collections and Deposits Processes - Audit Report No. IA-

2022-080-FN

We conducted a performance audit of the revenue collection and deposit processes and
procedures of DeKalb County’s Finance Department, Treasury Division. The objective of
this audit was to determine if internal controls over the revenue collection and deposit
processes are adequately designed and operating as intended. Our audit focused on
revenue collection and deposit transactions, processes, and procedures performed during
the audit period of January 1, 2022, through December 31, 2022.

DeKalb County receives more than a billion dollars in revenue annually from various
sources, including, but not limited to, taxes, fees, fines and licenses, rental, and services
such as water and sewer, garbage disposal, etc. Various user departments and county
entities initially collect these revenues. The revenues, in the form of cash, checks, and
money orders, are then transported to the Treasury Division (Treasury), Finance
Department, for deposit.

What We Found

Our audit noted that the County has documented procedures for collecting and depositing
revenue. In addition, during the audit, we verified that collected revenue was recorded and
deposited in a timely manner. However, our audit also identified opportunities for
improvements in current practices that could pose financial risks to the County if not
addressed.

1. Current Written Policies and Procedures Need to Be Strengthened.

2. Segregation of Conflicting Duties in the Revenue Collection and Deposit Processes
Needs to Be Strengthened.

3. The Safeguarding of Revenue Needs to Be Strengthened.

4. Controls for Change of Custody of Revenue Need to Be Strengthened.

Management Response
The Finance Department's management agreed with this report's findings and committed
to implementing the action plans by the end of June 2024.

COORDINATION WITH EXTERNAL AUDITORS

During 2023, the OIIA coordinated and monitored the external auditing services performed
by Mauldin and Jenkins, LLC (M&J) under the contract they have with the County. M&J
provided an independent audit of the DeKalb County, Georgia financial statements and
DeKalb County, Georgia Single Audit Reports for the year ended December 31, 2022. The
OIllA verified that the County was in compliance with submission deadlines and had
documented approval for an extension to the June 30, 2023, deadline to complete the
Annual Comprehensive Financial Report.
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_ AUDIT FOLLOW-UP ACTIVITIES -

As required by DeKalb County, Georgia — Code of Ordinances / Organizational Act
Section 10A (I), the OIIA conducts a review of the statuses of corrective actions taken by
DeKalb County management in response to the recommendations made by the OIlIA. In
2023, the OIlIA followed up on the status of management action plans for six (6) previously
issued audit reports.

1. Audit of Termination & Transfer of Employees Process-Juvenile Court-Audit Report
No. I1A-2022-076-IT

2.Termination & Transfer of Employees-Probate Court Audit-Report No. I1A-2022-077-1T
3.Data Center Physical Security Audit, Audit Report Number 2018-007-I1T

4.Vehicle Fuel Administration Audit- Report No. 2019-007-PWAudit of Off-Cycle Payroll
Online Manual Checks - Report No. 1A-2023-073-FN

5.Recreation, Parks & Cultural Affairs Audit of Cash Handling Procedures Audit Report
Number 2017-011-RPCA

6.Code Compliance Administration Audit-Report No. 2019-010-CE

From December 2017 to December 31, 2023, 33 audit reports with 183 findings were
issued. The following chart summarizes the status of audit findings as of December 31,
2023.

Status of audit findings as of December 31, 2023

Status on Audit Findings

Management Accupts
Misks (MA), 5 3%

Not Due (N/A), 28,
15%

Clesed (C ), 55, 30%

| Partially Complete §
(PC), 39, 18%

- / ‘ Complote Ponding
Open {O), 23, 13% : l ! Verification (CPV), 20,
&

1%

Follow-Up In Process
{FP), 19, 10%

Appendix | outlines a detailed listing of OllIA’s Audit Report Findings and the statuses of
corrective actions.
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_ NON-AUDIT ACTIVITIES -

Non-Audit Reviews of Contract Related Activities Prior to Award by the BOC

During 2023 the OIIA performed 46 non-audit
reviews of vendor contracts prior to award by
the DeKalb County Board of Commissioners
(BOC).

The non-audit reviews were at the request of
the BOC. The reviews inluded, but were not
limited to, the following procurement activities:

o Low Bids (LBs).

o Request for Proposals (RFPs).

o Renewals to existing contracts.

o Change orders to existing contracts.

The reviewed contract items had an initial proposed value of $584,346,816.65. The OIIA
reviews identified reductions from the initial contract value of approximately:

$32,895,033.41 or 6%!

User department management agreed with the reductions, and the revised contract
values were approved by the DeKalb County Board of Commissioners.

Interesting FACT

The 2023 reduction of amount $32,895,033.41 is 16 times the 2023 operating budget
of the OIIA.

These non-audit reviews provide the BOC with assurance of the processes management
uses to perform its procurement and contracting responsibilities. In addition, these reviews
constitute non-audit services as outlined by Government Auditing Standards. The results
of the reviews do not constitute a decision regarding the approval of the proposed contract
activities. That determination is the sole responsibility of the BOC. The review reports did
not provide any recommendations since the tasks and responsibilities related to the non-
audit reviews are management functions. Government Auditing Standards require that
internal auditors refrain from such responsibilities.
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. INTERNAL QUALITY CONTROL AND ASSURANCE l

Professional standards require internal quality control monitoring procedures to assess
our compliance with professional standards and internal policies and procedures. The
OIlIA’s internal quality control and assurance program is robust and includes continuous
supervision and internal reviews of audit work to ensure accuracy and compliance with
standards and internal policies and procedures. Quality control assurance reviews are
performed for each audit completed. An annual internal quality control assessment was
also performed for 2023. The assessment confirmed that the OIIA continues to meet the
Generally Accepted Government Auditing Standards (GAGAS) requirements. In addition,
the OllA’s internal assessment procedures confirmed that each member of the staff had
met the continuing education requirements as outlined by government auditing standards.
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APPENDIX | - STATUS OF OIIA AUDIT REPORT FINDINGS

Status Legend

O = Open,

MA = Management Assumed Risk
PC = Partially Complete
CPV = Complete Pending Verification by OlIA

C = Closed/Completed,
FIP= Follow-up in Process
FND= Follow-up Not Due

Audit Reports Issued during the period: 2017 to December 31, 2023

Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Code Enforcement Finding 1: Standard ngratmg
2019- . . Procedures and Administrative Code
1 Administration 3/11/2022 (0]
010-CE Audit Procedures Have Enforcement
Not Been Updated.
2019- Code Enforcement Finding 2: Performance Measures for Code
2 Administration 3/11/2022 Complaint Case Activities Need to Be PC
010-CE . . Enforcement
Audit Established and Implemented.
Finding 3: Priority Levels Assigned to
2019- Code Enforcement Cases Did Not Align with Standard Code
3 Administration 3/11/2022 . o]
010-CE . Operating Enforcement
Audit
Procedures.
2019- Code Enforcement Finding 4: Inspections Were Not Code
4 Administration 3/11/2022 Performed Within the Required (0]
010-CE . s Enforcement
Audit Timelines.
Code Enforcement F!ndmg 5: D.ocu.mentatlon t.o §uppon
2019- L . Field Investigations Was Missing from Code
5 Administration 3/11/2022 0]
010-CE Audit The Enforcement
Hansen Application Files.
Finding 6: Systems and processes for
2019- Cod(? I?nforc.:ement sharing case data between the Courts Code
6 010-CE Administration 3/14/2022 and Enforcement PC
Audit Code Compliance Administration Need
Improvement.
Audit of the
Management of .
2019 Personally 8/24/2021 Finding 1 - - Confidential Enterprise c
011-FIN e Wide
Identifiable
Information
Audit of the
Management of .
2019 Personally 8/24/2021 Finding 2 - Confidential Enterprise PC
011-FIN . Wide
Identifiable
Information
Audit of the
2019- - . . Enterprise
011-FIN Management of 8/24/2021 Finding 3 - Confidential Wide PC
Personally
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Identifiable
Information
Audit of the
Management of .
10 | 2019 Personally 8/24/2021 Finding 4 - Confidential Enterprise c
011-FIN e Wide
Identifiable
Information
Audit of the
Management of .
11 | 2919 Personally 8/24/2021 Finding 5 - Confidential Enterprise c
011-FIN . Wide
Identifiable
Information
Fleet Management
2019- Division Vehicle Finding 1 - FM Administration and
12 Fuel 8/24/2021 Application Security Controls Were Not Public Works PC
007-PW L . .
Administration Utilized
Audit
Fleet Management
2019- Division Vehicle Finding 2- Current Application Support
3 ) oo7-pw | Fuet 8/2412021 | ¢orthe FM Application is Limited PublicWorks | MA
Administration
Audit
Fleet Management
2019- Division Vehicle Finding 3 -Unauthorized Personal Fuel
14 Fuel 8/24/2021 8 Public Works C
007-PW L . Code Use
Administration
Audit
Fleet Management
2019- Division Vehicle Finding 4 - Limited Monitoring Controls in
15 Fuel 8/24/2021 g g Public Works MA
007-PW L . Place to Manage Fuel Usage
Administration
Audit
Fleet Management
2019- Division Vehicle
16 Fuel 8/24/2021 Finding 5 -Confidential Public Works MA
007-PW . .
Administration
Audit
Fleet Management
2019- | DVisionVehicle Finding 6 - Limited Controls In Place to
17 Fuel /2472021 g Public Works PC
007-PW L . Manage Fuel Keys
Administration
Audit
Fleet Management
2019- | DisionVehicle Finding 7 - Vehicles Fueled Without
18 Fuel 8/24/2021 g ueted Tithou Public Works 0
007-PW - . Recording Odometer Reading
Administration
Audit
Audit of the Finding 1- Data and Information in
19 | 2019- | IntemalControls 1 555051 | Reports Provided Could Not Be Finance o
011-FIN | Related to the :

Invoice Payment

Validated
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£:3

Audit
Report
No.

Audit Report Title

Date Issued

Issue

Entity

Status

and Cash
Disbursement
Processes

20

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 2- Missing Monitoring Controls

Finance

21

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 3- Supplier Master File
Management and Maintenance Needs
Improvements

Finance

22

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 4 - Non-compliance With
County's Conflict Of Interest Ordinance

Finance

PC

23

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 5 - Some Invoice Payment
Processing Procedures Not Centrally
Located

Finance

24

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 6 - Invoices On Hold (IOH) Are
Not Resolved Timely

Finance

25

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash
Disbursement
Processes

6/23/2021

Finding 7 - Invoices Processed Prior To
An Approved Purchase Order

Finance

26

2019-
011-FIN

Audit of the
Internal Controls
Related to the
Invoice Payment
and Cash

6/23/2021

Finding 8 - UDs Not Always Compliant
With Standard Operating Procedures

Finance
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Disbursement
Processes
Audit of the
Internal Controls
Related to the -
27 2019- Invoice Payment 6/23/2021 Finding 9 - Access Controls For AP Finance (0]
011-FIN Module Need Improvement
and Cash
Disbursement
Processes
Fleet Management - .
2019- L Finding 1- Purchases Made Using .
28 008-PS D|V|§|on SPLQST 3/3/2021 SPLOST Funds Without BOC Approval Public Safety PC
Vehicles Audit
Finance Dept. Off-
2018- Cycle Payroll Finding 1 - Payroll Policy Manual (PPM) .
29 011-FM Online Manual 1/28/2021 Needs Improvement Finance 0
Checks
Finance Dept. Off-
2018- Cycle Payroll Finding 2 - OCP Transactions Not .
30 | 911-FM | Online Manual 1/28/2021 Compliant with PPM Finance ©
Checks
Safety-Sensitive
2017- - . . Human
31 | 009- Employee (DOT 10/8/2020 F|nd|r'1g 1- P03|'t|ons Wgre Not.Classn‘led Resources & c
and Non-DOT) Consistently with Criteria Provided .
HRMS . . Merit System
Compliance Audit
Safety-Sensitive -
2017- Employee (DOT Finding 2 - Annual Drug and Alcohol Human
32 | 009- proy 10/8/2020 Testing Documentation Was Not Resources & C
HRMS and Non-DOT) Maintained Merit System
Compliance Audit y
Safety-Sensitive - .
2017- Employee (DOT Finding 3 -Drug and Alcohol Testing Was | Human
33 | 009- POy 10/8/2020 Not Completed for Some Safety Resources & C
HRMS and Non-DOT) Sensitive Employees Merit System
Compliance Audit oy 4
TN uman
34 | 009- POy 10/8/2020 P Y oensiy Resources & c
HRMS and Non-DQOT) Employees Who Tested Positive for Merit Svstem
Compliance Audit Drugs or Alcohol y
Safety-Sensitive
2017- - . L Human
35 | 009- Employee (DOT 10/8/2020 Finding 5 -MedlgalCertlflcatlons Were Resources & PC
and Non-DOT) Not Renewed Timely .
HRMS . . Merit System
Compliance Audit
o7 |G e A | Human
36 | 009- ploy 10/8/2020 re-emproy g " Resources & C
and Non-DOT) Testing were Hired for Safety-Sensitive .
HRMS . . . Merit System
Compliance Audit Positions
Human Resources
2018- &I\R/l&rg)sgztim Finding 1 - Employee file management Human
37 | 006- . - 9/24/2020 and maintenance procedures need Resources & C
Audit of Employee . .
HRMS improvement Merit System

File Management
Process
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Human Resources
& Merit System
2018- - . Human
38 | 006- (HRMS) Dept. 9/24/2020 Flndlng'2 - Employee'fl'le management Resources & PC
Audit of Employee and maintenance training not performed .
HRMS . Merit System
File Management
Process
Audit of
2017- WorkSource Finding 1 - Participants Received Training
39 | 019- Dekalb - Adultand | 9/9/2020 Services That Did Not Meet Eligibility WorkSource C
WSD Dislocated Requirements' Criteria
Program Grants
Audit of
2017- WorkSource - .
40 | 019- Dekalb - Adultand | 9/9/2020 E:‘r‘:i';g j{;:::::il”:en dcfnffr:/‘;gr;ae:t WorkSource c
WSD Dislocated P P
Program Grants
2018- Audit of Animal Finding 1 - Standard Operatin
41 | 003- 7/8/2020 g perating Public Safety c
PSAE Enforcement Procedures Were Not Current
2018- . . Finding 2 - Training Procedures for
42 | 003- Audit of Animal 7/8/2020 Animal Control Officers Need Public Safety c
Enforcement
PSAE Improvement
2018- Audit of Animal Finding 3 - Some Officers Have Not
43 | 003- 7/8/2020 Completed Training for Chemical Public Safety C
Enforcement S
PSAE Immobilization
2018- Audit of Animal Finding 4 - Records Are Not Maintained
44 | 003- 7/8/2020 g \ L al Public Safety c
PSAE Enforcement For Dangerous Animal Registration
2018- . . Finding 5 - The Petpoint System Was Not
45 | 003- Audit of Animal 7/8/2020 Always Updated with The Court Public Safety c
Enforcement . - . .
PSAE Dispositions for Animal Incidents
Local Small
2017- Business Finding 1 - Lack Of Formal Operating Purchasing/
46 020-PC Enterprise (LSBE) 2/27/2020 Procedures Procurement PC
Program
2017- E?JZ?I:(s-Ssrzall Finding 2 - Insufficient Purchasing/
47 020-PC Enterprise (LSBE) 2/27/2020 Mon!tormg/OverS|ght of LSBE Program Procurement PC
Services
Program
Local Small
2017- Business Finding 3 - Program Administration Purchasing/
48 020-PC Enterprise (LSBE) 2/27/2020 Reporting Requirements Not Fulfilled Procurement PC
Program
2017- lé?:(;?r:jsn;all Finding 4 - LSBE Applications Purchasing/
49 020-PC Enterprise (LSBE) 2/27/2020 Certlfled/Regertlfled Without Required Procurement PC
Documentation
Program
Local Small
2017- Business Finding 5 - Nonconformity With LSBE Purchasing/
50 020-PC Enterprise (LSBE) 2/27/2020 Graduation Requirements Procurement PC
Program
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
2017- Iéz(;?r:::;au Finding 6 - Lack of Documentation to Purchasing/
51 020-PC Enterprise (LSBE) 2/27/2020 Suppor't Consistent Contract Procurement PC
Compliance
Program
2017- Iécl)j(;?r:essrzall Finding 7 - No Evidence to Demonstrate Purchasing/
52 020-PC Enterprise (LSBE) 2/27/2020 Enfqrgement of Mentor-Protégé Procurement PC
Initiative
Program
2017- Eﬁi?:jsrzau Finding 8 - All Users Granted Purchasing/
53 . 2/27/2020 Administrator Rights to Dekalb Links g PC
020-PC Enterprise (LSBE) . . Procurement
Software - Confidential
Program
Local Small
2017- Business Finding 9 - Incomplete Vendor Profile Purchasing/
54 020-PC Enterprise (LSBE) 2/2712020 Information in Dekalb Links Software Procurement PC
Program
Audit of Data :
55 | 2018 Center Physical 8/13/2019 | Finding 1 - Confidential Innovation & PC
007-IT . Technology
Security
Audit of Data .
56 | 2018 Center Physical 8/13/2019 | Finding 2- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data :
57 | 2018 Center Physical 8/13/2019 | Finding 3- Confidential Innovation & c
007-IT . Technology
Security
Audit of Data .
sg | 2018 Center Physical 8/13/2019 | Finding 4- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data .
59 | 2018 Center Physical 8/13/2019 | Finding 5- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data .
60 | 2918 | GenterPhysical | 813/2019 | Finding6- Confidential Innovation & | gy,
007-IT . Technology
Security
Audit of Data .
61 | 2018 Center Physical 8/13/2019 | Finding 7- Confidential Innovation & PC
007-IT . Technology
Security
Audit of Data .
2 | 2018 Center Physical 8/13/2019 | Finding 8- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data .
63 | 2018 Center Physical 8/13/2019 | Finding 9- Confidential Innovation & c
007-IT . Technology
Security
Audit of Data .
ea | 20718 Center Physical 8/13/2019 | Finding 10- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data .
o5 | 2018 Center Physical 8/13/2019 | Finding 11- Confidential Innovation & CPV
007-IT Security Technology
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Audit of Data .
o6 | 2018 Center Physical 8/13/2019 | Finding 12- Confidential LI ELTIC CPV
007-IT . Technology
Security
Audit of Data .
67 | 2018 Center Physical 8/13/2019 | Finding 13- Confidential Innovation & c
007-IT . Technology
Security
Audit of Data .
es | 2018 Center Physical 8/13/2019 | Finding 14- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Data .
69 | 2018 Center Physical 8/13/2019 | Finding 15- Confidential L ELE c
007-IT . Technology
Security
Audit of Data .
70 | 2018 Center Physical 8/13/2019 | Finding 16- Confidential Innovation & c
007-IT . Technology
Security
Audit of Data .
71 | 2018 Center Physical 8/13/2019 | Finding 17- Confidential Innovation & CPV
007-IT . Technology
Security
Audit of Sewer
2018- Cleaning Contracts - Watershed
72 010-WM | 971933, 971934, 1/23/2019 Finding 1 - Contract Award Procedures Management C
and 971935
Audit of Sewer
2018- Cleaning Contracts Finding 2 - Contract Administration Watershed
73 010-WM | 971933,971934, 1/23/2019 Procedures Management C
and 971935
Audit of Other - .
74 2017- Professional 11/20/2018 F|nd|ng1 - Lack of Written Standard Sanitation CPV
012-SAN . Operating Procedures
Services
Audit of Other - . .
75 | 2017 Professional 11/20/201 | Finding 2 - Noncompliance with the Sanitation CPV
012-SAN . County Procurement Policy
Services
2017- Audit of Other Finding 3 - Inadequate Segregation of
76 Professional 11/20/2018 Duties within the Sanitation's Purchasing | Sanitation CPV
012-SAN .
Services Cycle
Audit of Other
2017- . Finding 4 - Insufficient Documentation to o
77 012-SAN Profgssmnal 11/20/2018 L e Sanitation CPV
Services
Audit of Other — e .
78 | 2917 | professional 11/20/201 | [ Inding5 - Classifying Expenditures Sanitation CPV
012-SAN . Incorrectly as Ops
Services
2017- Audit of Temporary - . .
79 | 013 Personnel Services | 11/1/2018 ;';‘dl:?i :ne\r:tesn?;r&NfSt gfg“::;f:;"‘”th g:;zrsehri:nt CPV
WMCS Contract q g
Audit of Finance -
Utility Customer
2017- Operations Finding 1 - Low Retention Rate Among .
80 013-UCO | Temporary 10/19/2018 Temporary Hires Finance CPV
Personnel Services
Contracts
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Audit of Finance -
Utility Customer
2017- Operations Finding 2 - Vendor Not Compliant with .
81 013-UCO | Temporary 10/19/2018 Requirement 17 Finance Sl
Personnel Services
Contracts
Audit of Finance -
Utility Customer
2017- Operations Finding 3 - Vendor Not Compliant with .
82 013-UCO | Temporary 10/19/2018 Requirements 18 & 19 Finance Sl
Personnel Services
Contracts
Audit of Cash
2017- Handling Finding 1 — Insufficient Documentation Recreation,
83 | 011- Procedures for 10/12/2018 and Controls to Accurately Account for Parks and C
RPCA Recreation, Parks all Revenue Collected Cultural Affairs
and Cultural Affairs
Audit of Cash
2017- Handling - . Recreation,
84 | 011- Procedures for 10/12/2018 gle:]figfazrd_i:];aoi%q::;%i?é Lé:?g Parks and C
RPCA Recreation, Parks Cultural Affairs
and Cultural Affairs
Audit (.)f Cash Finding 3 — Discrepancies and .
2017- Handling Inadequacies in Documentation Showing Recreation,
85 | 011- Procedures for 10/12/2018 Transfer of Custody of Revenue Parks and C
RPCA Recreation, Parks Collected Cultural Affairs
and Cultural Affairs
Audit of Cash
2017- Handling Finding 4 — All Revenue is not Deposited Recreation,
86 | 011- Procedures for 10/12/2018 within 24 hours of Receipt and Aquatics Parks and C
RPCA Recreation, Parks Revenue is not Deposited Daily Cultural Affairs
and Cultural Affairs
Audit of Cash
2017- Handling Recreation,
87 | 011- Procedures for 10/12/2018 Finding 5 — Lack of Segregation of Duties | Parks and CPV
RPCA Recreation, Parks Cultural Affairs
and Cultural Affairs
Audit of Cash
2017- Handling - Recreation,
88 | 011- Procedures for 10/12/2018 g\r/':r';gg Et"/m:iig:i;e Management Parks and c
RPCA Recreation, Parks Cultural Affairs
and Cultural Affairs
Audit of Animal
2017- Shelter Post Finding 1 — Notice to proceed letter not Facilities
89 018-FM Contract 6/25/2018 prepared Management c
Completion
Audit of Animal
2017- Shelter Post Finding 2 — Final inspection report not Facilities
90 018-FM Contract 6/25/2018 available in file Management C
Completion
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
. Finding 1 — Insufficient documentation to
2017- Low Bid verify performance of key ITB activities/ | Purchasing/
91 Procurement 5/11/2018 P ance ot key & PC
004-PC compliance with policies and Procurement
Process
procedures
Low Bid Finding 2 — The user department role and .
92 2017 Procurement 5/11/2018 responsibilities in the bid evaluation Purchasing/ PC
004-PC o Procurement
Process process needs to be clarified
Finding 1 - Several key procurement .
93 2017 Prqcuremgnt 1/12/2018 areas are not included or needs Purchasing/ (0]
008-PC Policy Review . . . . Procurement
improvement in the purchasing policy
Informal and
2017- - Purchasing/
94 007-PC Formal 4/23/2018 Finding 1- Inadequate quotes Procurement PC
Procurements
Informal and - . - .
95 2017- Formal 4/23/2018 Finding 2- Inconsistent policies and Purchasing/ 0
007-PC procedures Procurement
Procurements
2017- Informal and Finding FB- Inappropriate application of Purchasing/
96 Formal 4/23/2018 exemptions and vendor performance on PC
007-PC . Procurement
Procurements expired contracts
Sole Source Finding 1- Insufficient maintenance of .
97 2017- Contracting 3/21/2018 documentation for sole source vendor Purchasing/ (0]
005-PC Procurement
Process request
Sole Source - .
98 2017- CoiEET 3/21/2018 Finding 2- Incompletce 39[e source Purchasing/ PC
005-PC vendor request application Procurement
Process
2017- Sole Source Finding 3- Inadequate evidence to Purchasing/
99 Contracting 3/21/2018 aing d , g c
005-PC validate sole source vendor’s status Procurement
Process
P o O [ e L R
005-PC g bP P Procurement
Process requests
2017- Sole Sou.rce Finding 5- Inadequate evidence of board Buieleeing
101 005-PC Contracting 3/21/2018 approval on sole source requests over Procurement C
Process $100,000 and change orders.
Finding 1- Use of emergency purchases .
102 2017 Emergenf:y 2/21/2018 as an alternative for lack of planning and Purchasing/ (0]
006-PC Contracting . Procurement
risk management
2017- Emergency Finding 2- Emergency purchases were Purchasing/
103 006-PC Contracting 2/21/2018 not ratified by the BOC Procurement ©
Finding 3- Improvement in the approval .
104 2017 Emergenpy 2/21/2018 process of the noncompetitive purchase Purchasing/ C
006-PC Contracting Procurement
request form
105 2017- Emergenf:y 2/21/2018 Finding 4- Lack of accurate reporting of Purchasing/ c
006-PC Contracting emergency purchases Procurement
Finding 5- Lack of compensating .
2017- Emergency . . Purchasing/
106 006-PC Contracting 2/21/2018 .controls when segregation of duties are Procurement (6]
inadequate
Finding 6- Ineffective procedures to .
2017- Emergency . . . . Purchasing/
107 006-PC Contracting 2/21/2018 communicate contract information prior Procurement (6]

to expiration
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
2017- Emergency Finding 7- Inconsistency between the Purchasing/
108 006-PC Contracting 2/21/2018 policy and procedures manual Procurement ©
KPMG DeKalb —
109 | N/A County Waterand | 12/15/2017 | | nding 1 - Lackof a Common Watershed MA
- . Leadership Structure Management
Billing Audit Report
KPMG DeKalb — .
110 | N/A CountyWaterand | 12/15/2017 | "nding2- Reliance on Temporary Watershed c
- . Employees and Internal Promotion Management
Billing Audit Report
KPMG DeKalb — -
111 | N/A County Waterand | 12/15/2017 ;'e”t‘i;:ﬁ;’n' Insufficient Knowledge g:;zrsehnizm c
Billing Audit Report g
KPMG DeKalb — S .
112 | N/A SR 12/15/2017 Finding 4 - Inefficiencies and Risks of Watershed c
. . Paper-based and Manual Processes Management
Billing Audit Report
KPMG DeKalb — . .
113 | N/A e N — 12/15/2017 Finding 5 - Limited Customer Service Watershed MA
- . Focus Management
Billing Audit Report
KPMG DeKalb — L
114 | N/A County Waterand | 12/15/2017 rr:?:r';i ;Eczt‘;fn?spt'm'zat'on of \I\’/IV:;?S:”‘:ZM PC
Billing Audit Report y g
KPMG DeKalb — . .
115 | N/A S e 12/15/2017 Finding 7 - Overreliance on Third-Party Watershed c
- . Contractor. Management
Billing Audit Report
KPMG DeKalb Watershed
116 | N/A County Water and 12/15/2017 Finding 8 - Limited Staffing Capacity C
. . Management
Billing Audit Report
KPMG DeKalb Watershed
117 | N/A County Water and 12/15/2017 Finding 9 - Aging Meters PC
. . Management
Billing Audit Report
KPMG DeKalb Watershed
118 | N/A County Water and 12/15/2017 Finding 10 - Lack of Route Optimization C
L . Management
Billing Audit Report
KPMG DeKalb — -
119 | N/A County Waterand | 12/15/2017 ;'”S‘:;”ri 1R1e' c'\)':'tr;'mal Use of AutoRead :\//IV::]:rsehriint c
Billing Audit Report y P g
KPMG DeKalb N
120 | N/A County Waterand | 12/15/2017 ggd;ﬁ:tz - AMIZAMR Technology g:;zrsehn‘:zm PC
Billing Audit Report pability g
KPMG DeKalb — . .
121 | N/A CountyWaterand | 12/15/2017 Eg::j”hge:j{eif:gg nt Malfunctions with g:;zrsehniznt c
Billing Audit Report gy g
KPMG DeKalb — . -
122 | N/A e 12/15/2017 Flndlng 14 - Inconsistent Ability to Watershed c
. . Effectively Read Meters Management
Billing Audit Report
KPMG DeKalb Watershed
123 | N/A County Water and 12/15/2017 Finding 15 - High Volume of Exceptions C
. . Management
Billing Audit Report
KPMG DeKalb —
124 | N/A County Waterand | 12/15/2017 ;Z‘:é?f fr;i:::;mm Manual Meter g:;zrsehniznt c
Billing Audit Report g g
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Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
KPMG DeKalb — - A
125 | N/A Gounty Water and 12/15/2017 F|n§|ngj7- lelted. Controls in Bill Watershed PC
. . Estimation/Correction Procedures Management
Billing Audit Report
KPMG DeKalb — - .
126 | N/A e 12/15/2017 Flndlhg 18 - Insyffluent Processing of Watershed c
- . Routine Exception Process Management
Billing Audit Report
KPMG DeKalb — .
Billing Audit Report P gng y g
KPMG DeKalb — A
128 | N/A County Waterand | 12/15/2017 ggd;r;p?tzo - Limited Management g:;zrsehnizm c
Billing Audit Report pacity g
KPMG DeKalb Watershed
129 | N/A County Water and 12/15/2017 Finding 21 - Work Processes PC
- . Management
Billing Audit Report
KPMG DeKalb Watershed
130 | N/A County Water and 12/15/2017 Finding 22 - Reduced Data Quality C
- . Management
Billing Audit Report
. Finding 1: Written Policies And .
131 2019- A.lCOhOl Pr|V|.lege 4/29/2022 Procedures Not Consistent With Current Planning and FND
013-PS License Audit . . Sus.
Ordinances And Practices
2019- Alcohol Privilege Finding 2: Licenses Issued and Renewed | Planning and
132 013-PS License Audit 4/29/2022 Without Required Documentation Sus. FND
Oracle Information
IA-2020- | Technology T . . Innovation &
133 005-IT General Controls 9/13/2022 Finding 1: Confidential T FIP
Audit
Oracle Information
IA-2020- | Technology Lo . . Innovation &
134 005-IT General Controls 9/13/2022 Finding 2: Confidential Toshalem FIP
Audit
Oracle Information
IA-2020- | Technology T . . Innovation &
135 005-IT General Controls 9/13/2022 Finding 3: Confidential T FIP
Audit
Oracle Information
IA-2020- | Technology Lo . . Innovation &
136 005-IT General Controls 9/13/2022 Finding 4: Confidential Toshalem FIP
Audit
Oracle Information
IA-2020- | Technology T . - Innovation &
137 005-IT General Controls 9/13/2022 Finding 5: Confidential Sashrelem FIP
Audit
Oracle Information
IA-2020- | Technology Lo . . Innovation &
138 005-IT General Controls 9/13/2022 Finding 6: Confidential el FIP
Audit
Oracle Information
IA-2020- | Technology T . . Innovation &
139 005-IT General Controls 9/13/2022 Finding 7: Confidential “asreleEy FIP
Audit
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No.
Oracle Information
IA-2020- | Technology - . . . Innovation &
140 005-IT General Controls 9/13/2022 Finding 8: Confidential Tochnolee FIP
Audit
Oracle Information
IA-2020- | Technology — . . . Innovation &
141 005-IT General Controls 9/13/2022 Finding 9: Confidential Tl FIP
Audit
Oracle Information
IA-2020- | Technology - . . . Innovation &
142 005-IT General Controls 9/13/2022 Finding 10: Confidential Tochnolee FIP
Audit
ézﬂl:tf: Juvenile Finding 1: Untimely Deactivation of
143 | "A-2022- | 1 ination and 12/30/2022 | System Access of Terminated and Juvenile Court | PC
076-IT Transferred Employees on JCAT and
Transfer of L
CPRS Applications.
Employees
Audit of Juvenile
Court’s - s
144 IA-2022- Termination and 12/30/2022 Flnd.mg 2: Non-Performance of Periodic Juvenile Court C
076-IT Reviews of User System Access.
Transfer of
Employees
Audit of Juvenile
IA-2022- Court’s Finding 3: Untimely Deactivation of
145 076-IT Termination and 12/30/2022 County Network Access for Terminated Juvenile Court C
Transfer of Employees.
Employees
él;?:t’osf Probate Finding 1: Untimely Deactivation of
146 | A2022- | o inationand | 12/30/2022 | SyStem Access of Terminated and Probate Court c
077-IT Transferred Employees on Odyssey,
Transfer of . .
Eagle, and eFile GA Applications.
Employees
Audit of Probate
Court’s - s
147 IA-2022- Termination and 12/30/2022 Flnc!mg 2: Non-Performance of Periodic Probate Court C
077-IT Reviews of User System Access.
Transfer of
Employees
Audit of Probate
IA-2029- Court’s Finding 3: Untimely Deactivation of
148 077-IT Termination and 12/30/2022 Network Access for Terminated Probate Court C
Transfer of Employees.
Employees
Audit of
Information Finding 1: Th Application’s Password .
149 '?1523? Technology 1/25/2023 | Configuration Does Not Aligh with the :Laszz;:isiﬁ‘: FIP
General Control for County’s Password Policy. y
Hansen
Audit of - . .
150 IA-2021- Information 1/25/2023 Finding 2: Existence of Dorma!'lt U_ser Plann!ng a_n.d FIp
015-IT Accounts on the Hansen Application. Sustainability
Technology
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General Control for
Hansen
Audit of
Information - . .
151 IA-2021- Technology 1/25/2023 Finding 3: Unautr.lon;ed User Access to Plann!ng a.n.d FIP
015-IT the Hansen Application. Sustainability
General Control for
Hansen
Audit of
Information oo - .
152 IA-2021- Technology 1/25/2023 F|nQ|ng 4: Users Roles gnd Privilege Plann{ng a.nvd FIP
015-IT Assignments Need Review. Sustainability
General Control for
Hansen
Audit of
Information - . .
153 IA-2021- Technology 1/25/2023 Finding 5: Superuser Role Assignment Plann!ng a.n.d FIp
015-IT Needs Review. Sustainability
General Control for
Hansen
Audit of
Information - . , .
154 IA-2021- Technology 1/25/2023 F|nQ|ng 6..Hansen Audit Logs’ Use Nees Plann!ng a.n.d FIP
015-IT Optimization. Sustainability
General Control for
Hansen
Audit of
Information - . . .
155 IA-2021- Technology 1/25/2023 Finding 7: Hansgn Incident Tickets were Plann!ng a.n.d FIP
015-IT Not Resolved Timely. Sustainability
General Control for
Hansen
Audit of
Information - .
156 IA-2021- Technology 1/25/2023 Finding 8: Contract Management Plann!ng a.n.d FIp
015-IT Processes Need Improvement. Sustainability
General Control for
Hansen
Audit of
Information - - .
157 IA-2021- Technology 1/25/2023 Finding 9: The Hansen Application Patch Plann!ng a.n.d FIP
015-IT Management Needs Improvement. Sustainability
General Control for
Hansen
?:rdr:iﬁ;::; and Finding 1. County Policies and
IA-2021- Procedures Governing the Employee Innovation &
158 Transfer of 5/30/2023 . FND
007-IT Emplovees Termination and Transfer Process Need | Technology
POy Improvement
Process
Audit of the
Termination and Finding 2. Untimely Deactivation of .
159 IA-2021 Transfer of 5/30/2023 Application User Accounts After Innovation & FND
007-IT - . Technology
Employees Terminating or Transferring Employees.
Process
Audit of the Finding 3. Untimely Deactivation of .
160 IA-2021 Termination and 5/30/2023 Network Access for Terminated Innovation & FND
007-IT Technology
Transfer of Employees. Transferred Employees. 5.

Report No. 1A-2024-0204-1A « Page 30 of 33




OFFICE OF INDEPENDENT INTERNAL AUDIT
DEKALB COUNTY GOVERNMENT
2023 OIIA ANNUAL REPORT

Audit
# | Report Audit Report Title | Date Issued Issue Entity Status
No.
Employees Periodic Reviews of Application User
Process Account Access is Not Performed.
Audit of the
Termination and Finding 4. Untimely Deactivation of .
161 | A2021 | ponster of 5/30/2023 | Access from Email Distribution and Innovation & FND
007-IT . Technology
Employees Security Groups for
Process
Audit of the
Termination and Finding 5. Periodic Reviews of .
162 | A2021 1 4 nsfer of 5/30/2023 | Application User Account Accessis Not | novation & FND
007-IT Technology
Employees Performed.
Process
Audit of the
IA-2021- Termination and Finding 1: FLSA Exempt Employees
163 018-EN Transfer of 6/22/2023 Inappropriately Received Overtime (OT) Finance FND
Employees Payments.
Process
Audit of the
Termination and - .
164 IA-2021- Transfer of 6/22/2023 Flndmg 2 Termln.ated Employees Owe Finance FND
018-FN Retention Incentive Bonuses.
Employees
Process
Audit of the
Termination and - .
165 IA-2021- Transfer of 6/22/2023 Finding 3: COVID Incentive Pay Was Finance END
018-FN Incorrectly Calculated.
Employees
Process
Audit of the
IA-2021- Termination and Finding 4: User Departments Not Always
166 018-EN Transfer of 6/22/2023 Compliant with Standard Operating Finance FND
Employees Procedures.
Process
IA-2020- | Purchasing Card Finding 1: P-Card Policies and .
167 003-FN Program Audit 6/30/2023 Procedures Need to be Strengthened Finance FND
IA-2020- | Purchasing Card Finding 2: P-Card Purchases Were Not in .
168 003-FN Program Audit 6/30/2023 Compliance with County P-Card Policies Finance FND
. Finding 3: Monthly P-Card Reconciliation
169 1A-2020- | Purchasing C.ard 6/30/2023 Practices Were Not in Compliance with Finance FND
003-FN Program Audit .
County P-Card Policies and Procedures
. Finding 4: P-Card Administration
170 | 1A-2020- | PurchasingCard | 20055 | Documents are not Adequately Stored | Finance FND
003-FN Program Audit
and Backed up.
. Finding 5: The P-Card Administrator Can
171 | 1A-2020- | PurchasingCard | g/5,0053 | Optain an Unauthorized P-Card Without | Finance FND
003-FN Program Audit ,
Anyone’s Knowledge.
. Finding 6: P-Cards for Some Terminated
172 | 1A-2020- | PurchasingCard | 030055 | Cardholders Not CanceledinaTimely | Finance FND
003-FN Program Audit
Manner
IA-2022- | Audit of Wire Finding 1: Unauthorized User .
173 081-FN Transfer Processes 8/23/2023 Department (UD) Employees “Initiated” Finance FND
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and “Approved” Manual Wire Transfers
Payments.
Finding 2: Some Manual Wire Transfer
IA-2022- | Audit of Wire Payments, Requested by UDs, Were Not .
174 081-FN Transfer Processes 8/23/2023 Supported with Documented Evidence Finance FND
of Authorization.
Finding 3: Some Preauthorized Debit
Wire Transfers Were Not Supported with
IA-2022- | Audit of Wire Evidence of Senior Management .
175 081-FN Transfer Processes 8/23/2023 Authorization Permitting Vendors to Finance FND
Initiate Payments from County Bank
Accounts.
Finding 4: No Evidence Senior
IA-2022- | Audit of Wire Management Authorized the Opening of .
176 081-FN Transfer Processes 8/23/2023 Some of the County Bank Accounts Finance FND
Used to Make Wire Transfers Payments.
. . Finding 5: Treasury Management
177 A-2022 Audit of Wire 8/23/2023 Monitoring Controls Were Not in Place Finance FND
081-FN Transfer Processes . -
for Wire Transfers Activities.
. . Finding 6: Operating Policies and
178 A-2022 Audit of Wire 8/23/2023 Procedures Are Not Current or Complete | Finance FND
081-FN Transfer Processes
and Need to be Updated.
Audit of Revenue
IA-2022- | Collections and Finding 1: Current Written Policies and .
179 080-FN Deposits 8/25/2023 Procedures Need to Be Strengthened. Finance FND
Processes
Audit of Revenue Finding 2: Segregation of Conflicting
IA-2022- | Collections and Duties in the Revenue Collection and .
180 080-FN Deposits 8/25/2023 Deposit Processes Needs to Be Finance FND
Processes Strengthened.
Audit of Revenue
IA-2022- | Collections and Finding 3: The Safeguarding of Revenue .
181 080-FN Deposits 8/25/2023 Needs to Be Strengthened. Finance FND
Processes
IA-2022- éiﬁif;f:;::;e Finding 4: Controls for Change of
182 . 8/25/2023 Custody of Revenue Needs to Be Finance FND
080-FN Deposits
Strengthened.
Processes
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