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BACKGROUND AND INTRODUCTION 
The Infor Public Sector (formally “Hansen”) application is a suite of related applications 
used by several local governments and municipal agencies. Hansen offers three main 
functions/ groups of related modules covering: Infrastructure management; Permitting 
and licensing, and Utility billing. DeKalb County currently licenses the permitting and 
licensing function of the application. The modules in this function manage 
different types of permitting and licensing processes, including building and 
development permits, use permits, business licenses, and trade licenses. It also 
includes a code enforcement module because code enforcement follows the same 
general process as permitting and licensing.  
The modules are structured around a core application record that makes sure all 
requirements are met and sees the process through to its completion. Associated with the 
application are supporting records such as reviews, inspections, hearings, conditions, and 
fees. The application processing is structured around application workflows, which specify 
which requirements must be completed and in what order.1 
DeKalb has utilized the Hansen application since 2012. Hansen became a  vendor-
hosted Software as a Service (SaaS) application in October 2015.  On December 
15, 2020, the Board of County Commissioners (BOC) approved an extension of the 
existing vendor contract to December 31, 2023.  

Why this Audit was Performed 

The Hansen application is utilized by several program areas to support major business 
functions and critical public services provided by the County as indicated below. The 
Planning and Sustainability Department is the owner of the application data and approves 
user access to application data by other County departments. 
Hansen application users include: 
• Planning and Sustainability
 Permits
 Business and Alcohol License
 Plan Review
 Land Development
 Long Range Planning
 Inspections
 Current Planning/Zoning

• Code Enforcement
• Geographic information system Department (GIS)
• Fire department
• Sanitation Division

The provision of some of these services involves the collection, processing, and storage 
of sensitive Personal Identifiable Information (PII) such as Name, address, social 
security/tax number, email/phone number, insurance details, social media accounts, etc. 

1 Infor Public Sector overview 
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proposed changes prior to implementation, while the vendor is responsible for 
implementing authorized changes. 
Computer/IT operation controls - Computer operation controls consist of various 
subcategories of controls that relate to the operation of IT systems.  These controls check 
whether IT systems continue to operate as expected, such as log and Incident, and third-
party service management. The County is responsible for reporting and tracking the 
application’s operational incidents under the incident management process while the 
vendor is responsible for the timely resolution of reported incidents. 
Contract Performance Management – The County relies on the third-party vendor to 
help keep the Hansen application operating effectively. The County is responsible for 
managing all interactions with the vendor to ensure that the vendor and County roles and 
responsibilities are defined and that the vendor is meeting performance expectations.  
The other ITGC components, Data Backup, and Physical Security were excluded from the 
scope of this audit because the vendor has the responsibility to ensure the controls are 
designed and operate effectively and these controls were recently assessed by an 
independent auditor. 
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management that clearly defines and establishes the terms and parameters of the 
services provided is required.    
 
FINDING 8: CONTRACT MANAGEMENT PROCESSES NEED IMPROVEMENT.  
Based on our review of the contract and service level agreement (SLA) and discussions 
with the County management, we determined that contract management responsibility 
was not defined, and key processes could be strengthened in the following areas:  
Contract monitoring:- The County has not regularly requested and reviewed key contract 
monitoring information such as performance and availability (uptime) reports and Service 
Organization Control (SOC) 2 Independent Auditor’s reports, which provide assurance 
about the suitability and effectiveness of the service provider’s controls that are relevant 
to security, availability, processing integrity, confidentiality and/or privacy.  
Contract renewal:- The contract renewal was completed at least 6 months after the 
expiration of the previous contract which expired in December 2020. 
Contract Formation:- The following best practice provisions were not defined in the 
Service Level Agreement:  

• Right to audit clause.  
• Incident response time and incident prioritization level criteria.  
• A requirement that Recovery Point Objective (RPO - The point in time to which data 

must be recovered after an outage) and Recovery Time Objective (RTO - ): The 
maximum amount of time that a system resource can remain unavailable before 
there is an unacceptable impact on other system resources) aligns with the 
County’s business objectives. 

• A requirement that the data retention period aligned with applicable County 
retention schedules. 

• Guarantees for protection and privacy of data processed or stored by service 
provider’s subcontractors, such as Amazon Web Services, and data backup 
monitoring by vendors in India and the Philippines. 

Recommendation: 
We recommend that the Planning and Sustainability management should work with the: 

• Purchasing and Contracting Department and Law Department to implement 
processes for effective management of the contract and ensure the contract 
addressed the gaps identified above.  

• DoIT management to obtain and review the application performance availability 
reports for performance trend analysis and possible credit points. 

• Vendor representative to ensure Planning and Sustainability obtains and reviews 
the periodic SOC2 Independent Auditor’s reports in a timely manner. 
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APPENDICES 
Appendix I – Purpose, Scope, and Methodology 
Purpose 
The purpose of the audit was to evaluate the Information Technology General Controls 
related to the Infor Public Sector (Hansen) application and processes.  Our focus was on 
current processes and IT general controls in place, including but not limited to application 
change management, logical Access, and vendor contract management.  
 
Scope and Methodology: 
The scope of our audit focused on the performance of Information Technology General 
Controls (ITGC) around the Infor (Hansen) application from January 1, 2021, through the 
present.  
Our methodology included but was not limited to:  
 

• Interview appropriate County personnel and external parties 
• Research related best practices 
• Select a sample for transactions for testing. 
• Reviewing supporting documentation. 
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Appendix II – Management Response 
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Appendix III – Definitions and Abbreviations 
 

Acronyms and Abbreviation 

OIIA: Office of Independent Internal Audit 
DoIT: Department of Innovation and Technology 
ITGC: Information Technology General Controls 
SaaS: Software as a Service 

Key Definitions 

Authentication: Verifying the identity of a user, process, or device, often as a prerequisite 
to allowing access to resources in a system. 
Authorization:  Access privileges granted to a user, program, or process or the act of 
granting those privileges. 
Logical Access Control System: An automated system that controls an individual’s 
ability to access one or more computer system resources, such as a workstation, network, 
application, or database. A logical access control system requires the validation of an 
individual’s identity through some mechanism, such as a PIN, card, biometric, or other 
tokens. It can assign different access privileges to different individuals depending on their 
roles and responsibilities in an organization. 
Privileged User/Account: A user that is authorized (and therefore, trusted) to perform 
security-relevant functions that ordinary users are not authorized to perform. 
Security Control: The safeguards or countermeasures prescribed for an information 
system or an organization to protect the confidentiality, integrity, and availability of the 
system and its information. 
Recovery Point Objective (RPO): The point in time to which data must be recovered 
after an outage. 
Recovery Time Objective (RTO): The maximum amount of time that a system resource 
can remain unavailable before there is an unacceptable impact on other system 
resources, supported mission/business processes, and the maximum tolerable downtime. 
Software as a Service (SaaS): is a software distribution model in which applications are 
delivered over the Internet—as a service or licensed on a subscription basis  
and are centrally hosted. Instead of installing and maintaining software, you simply access 
it via the Internet, freeing yourself from complex software and hardware management. 
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PROJECT TEAM 
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STATEMENT OF ACCORDANCE  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Statement of Accordance 
 

The mission of DeKalb County is to make the priorities of the citizens of DeKalb County; the priorities of 
County government - by achieving a safer DeKalb, building stronger neighborhoods, creating a fiscally 
accountable and more efficient county government, and uniting the citizens of DeKalb County. 
 
The mission of the Office of Independent Internal Audit is to provide independent, objective, insightful, 
nonpartisan assessment of the stewardship or performance of policies, programs, and operations in 
promoting efficiency, effectiveness, and integrity in DeKalb County. 
 
This performance audit was prepared pursuant to DeKalb County, Georgia – Code 
Ordinances/Organizational Act Section10A- Independent Internal Audit. We conducted this performance 
audit in accordance with generally accepted government auditing standards.  Those standards require 
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives.  We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusions based on our audit objectives.  
 
This report is intended for the use of the agency to which it was disseminated and may contain 
information that is exempt from disclosure under applicable law.  Do not release without prior coordination 
with the Office of Independent Internal Audit. 
 
Please address inquiries regarding this report to the Office of Independent Internal Audit at 404-371-
2765. 

 




