


REDACTION NOTICE

Sections of this audit report have been redacted to protect information, “which if 
made public could compromise security against sabotage, criminal or terroristic acts.” 
O.C.G.A. § 50-18-72(25)(A).
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The other two ITGC components were excluded from the scope of this audit as the Office 
of Independent Internal Audit (OIIA) recently conducted an audit of the data center's 
physical security controls, and the County's Department of Innovation and Technology 
(DolT) is not significantly involved in application development life cycle controls. 
The County implemented Oracle in 2004 and it was las� current version 
- in 2014, while the database upgraded from - version. The 
County's Oracle solution is managed and supported by DolT's Enterprise Resource 
Planning Solution team.

AUDIT RESULTS 

The audit noted that the custodians of Oracle, the DolT, 

Figure 3 below 
highlights the ITGC components that should be strengthened. The detailed findings 
and recommendations are provided in this report. 

Figure 3: Audit results summary 

o Exceptions noted

ot in the scope of this audit 

Source: Of/A process walkthroughs 
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APPENDICES 

Appendix I – Purpose, Scope, and Methodology 
Purpose 
The purpose of the audit was to assess the design and effectiveness of the information 
technology general controls of the County’s Oracle solution.  The audit objectives were 
to: 

• Determine whether user access in Oracle is appropriate based on employees’ job 
responsibilities. 

• Determine whether appropriate password controls have been implemented.  

• Determine the effectiveness of the change management process implemented by 
the DoIT around Oracle that supports business processes.   

• Determine whether audit logs and control procedures are in place to monitor user 
activities for appropriateness. 

• Determine DoIT’s current backup and recovery procedures and evaluate these 
procedures for compliance with IT standards. 

 
Scope and Methodology: 

The scope of our audit focused on the performance of Information Technology General 
Controls (ITGC) around Oracle from January 1, 2019, through the present. 
 
Our methodology included using the guidance outlined in the National Institute of 
Standards and Technology (NIST) Special Publication 800-53 (Security and Privacy 
Controls for Information Systems and Organizations).  We also used the following 
strategies stated below:  

• Reviewed relevant policies, procedures, and standards. 

• Examined supporting documentation to assess the effectiveness of controls in 
place. 

• Researched related best practices. 

• Interviewed key stakeholders in the business areas and the Department of 
Innovation and Technology.  

• Performed tests and evaluated the operating effectiveness of key ITGC. 
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Appendix II – Management Response 
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Appendix III – Definitions and Abbreviations 

Acronyms and Abbreviation 

OIIA: Office of Independent Internal Audit 

DoIT: Department of Innovation and Technology 

ITGC: Information Technology General Controls 
COSO: Committee of Sponsoring Organizations of the Treadway Commission 
NIST: National Institute of Standards and Technology 
INV:    Inventory 

Key Definitions 

Oracle Solution: This is the mix of the application, database, and operating systems that 
the Oracle software runs on. 

Oracle E-Business Suite: This is the Enterprise Resource planning solution used by the 
County for processing its core business transactions such as Financials (Payables, 
Receivables, Cash Management, General Ledger, Grants Accounting, Payments, 
Inventory) Projects, and Procurement. 

Authentication: Verifying the identity of a user, process, or device, often as a prerequisite 
to allowing access to resources in a system. 

Authorization:  Access privileges granted to a user, program, or process or the act of 
granting those privileges. 

Logical Access Control System: An automated system that controls an individual’s 
ability to access one or more computer system resources, such as a workstation, network, 
application, or database. A logical access control system requires the validation of an 
individual’s identity through some mechanism, such as a PIN, card, biometric, or other 
tokens. It can assign different access privileges to different individuals depending on their 
roles and responsibilities in an organization. 

Privileged User/Account: A user that is authorized (and therefore, trusted) to perform 
security-relevant functions that ordinary users are not authorized to perform. 

Security Control: The safeguards or countermeasures prescribed for an information 
system or an organization to protect the confidentiality, integrity, and availability of the 
system and its information. 

Recovery Point Objective: The point in time to which data must be recovered after an 
outage. 

Recovery Time Objective: The maximum amount of time that a system resource can 
remain unavailable before there is an unacceptable impact on other system resources, 
supported mission/business processes, and the maximum tolerable downtime. 
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STATEMENT OF ACCORDANCE  
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Statement of Accordance 
 

The mission of DeKalb County is to make the priorities of the citizens of DeKalb County; the priorities of 
County government - by achieving a safer DeKalb, building stronger neighborhoods, creating a fiscally 
accountable and more efficient county government, and uniting the citizens of DeKalb County. 
 
The mission of the Office of Independent Internal Audit is to provide independent, objective, insightful, 
nonpartisan assessment of the stewardship or performance of policies, programs, and operations in 
promoting efficiency, effectiveness, and integrity in DeKalb County. 
 
This performance audit was prepared pursuant to DeKalb County, Georgia – Code 
Ordinances/Organizational Act Section10A- Independent Internal Audit. We conducted this performance 
audit in accordance with generally accepted government auditing standards.  Those standards require 
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives.  We believe that the evidence 
obtained provides a reasonable basis for our findings and conclusions based on our audit objectives.  
 
This report is intended for the use of the agency to which it was disseminated and may contain 
information that is exempt from disclosure under applicable law.  Do not release without prior coordination 
with the Office of Independent Internal Audit. 
 
Please address inquiries regarding this report to the Office of Independent Internal Audit at 404-371-
2765. 

 




